
SecureTV™

Dynamic management of DRM credentials for Internet-
connected digital home devices

SecureTV from UpdateLogic is a device management solution that 
provides connected digital home devices, such as Internet-connnected 
TVs and Blu-ray players, with the ability to securely and dynamically 
manage new or existing digital rights management (DRM) credentials 
during and after the devices are manufactured.  These credentials can 
then be used to activate pre-installed streaming media services, add 
new revenue-generating content services, and securely change or 
upgrade the DRM keys on the device to allow for newer, higher 
quality streaming content to be authorized.

Future-Proofing the Device
Streaming content services are constantly expanding, bringing an 
ever-growing list of entertainment possibilities to digital home devices. 
Digital media platforms need to be extensible and “future-proofed” to 
accommodate new content services, features, and applications as 
they become available.  In fact, consumers expect it. Digital home 
devices should have access to all of the latest and greatest services 
and content available on the Internet. SecureTV from UpdateLogic 
enables the Internet-connected digital home device to automatically 
receive the new and updated DRM security credentials in the 
consumer’s home.  These credentials can then be used by their 
associated streaming media services to authenticate the device and 
unlock the media while keeping the content protected.  

Enhanced Revenue Opportunities
As new content services are introduced, new business models 
emerge, and as strategic relationships develop between content 
service providers and retailers, it is important to have flexibility and 
market agility to respond to these opportunities. 

As the installed base of digital home devices increases, so does the 
need to have platforms that can be upgraded to install new services 
to immediately tap into that installed base. SecureTV provides remote 
device management including the ability to add, revoke, or replace 
media player credentials in the field, thereby maximizing revenue 
generating opportunities.

Highly Secure 
SecureTV is a highly-secure, patent-pending, and industry-approved 
device management solution that uses UpdateLogic’s secure network 
infrastructure and embedded software technology to safely download 
and install DRM security credentials once the device is connected to 
the Internet. SecureTV is compatible with all streaming services and 
all DRM formats and has been approved by major content service 
providers such as Netflix, AmazonVOD, and CinemaNow (Sonic).
 
Reduced Costs and Time-To-Market
SecureTV simplifies the factory mass-production process and reduces 
costs by eliminating factory insertion of multiple DRM keys associated 
with each content service. With SecureTV, the DRM provisioning 
process is securely managed after the consumer connects the device 
to the Internet. SecureTV also extends software development time by 
allowing engineering, testing, and certification to continue post MP. 
SecureTV mitigates risk in the device’s development schedule and 
improves time to market by allowing mass-production to begin before 
all the certifications for planned services on the device have been 
completed.

Broad Industry Adoption
SecureTV is being used to activate and manage streaming
services in digital home devices from top manufacturers including 
Vizio, Mitsubishi, and Sanyo and has been integrated onto chipsets 
by the industry’s leading system-on-a-chip manufacturers including 
Broadcom, MediaTek, and Trident/NXP.

In a highly commoditized hardware environment, one of the key 
product differentiators is the type and number of content services that 
it supports.  Having the ability to upgrade and install new services in 
the device can be a key selling point.  SecureTV allows hardware 
manufacturers to securely upgrade and install new services post-sale.



SecureTV™ Industry-Approved Field-Delivered
Secure Credential Provisioning

About UpdateLogic
UpdateLogic is the world’s leading software management services provider for consumer electronic devices.  UpdateLogic provides DRM provisioning, software 
and firmware updates, device data retrieval, and remotely-controlled technical support sessions for connected TVs, Blu-ray players and other Internet-ready CE 
devices.  UpdateLogic services are used by 5 of the top 10 DTV manufacturers including Vizio, Sony, Sanyo, Mitsubishi, and Funai (maker of Philips, 
Magnavox, Sylvania, Emerson brands), and is embedded into the firmware of 7 of the top 8 independent DTV chip makers including Broadcom, MediaTek, 
Zoran, Trident/NXP, Renesas/NEC Semiconductor, Toshiba Semiconductor, and Panasonic Semiconductor.
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